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NAME

m fare_desfire_connect, m fare_desfire_di sconnect.

m fare_desfire_authenticate, m fare_desfire_authenticate_aes,

m fare_desfire_authenticate_iso, m fare_desfire_change _key settings,

m fare_desfire_get key settings, m fare_desfire_change_key,

m fare_desfire_get key version, m fare_desfire_create_application,

m fare_desfire_create_application_3k3des,

m fare_desfire_create_application_aes,

nm fare_desfire create_application_iso,

m fare_desfire_create_application_3k3des_ i so,

m fare_desfire create_application_aes_ iso,

m fare _desfire _delete_ application, mfare desfire _get application_ids,

m fare _desfire free_application_ids, m fare_desfire_get df nanes,
m fare_desfire_sel ect _application, m fare_desfire fornmat picc,
m fare_desfire_get version, mfare _desfire free mem
m fare_desfire_set _configuration, m fare_desfire_set _default key,
m fare_desfire_set_ats, m fare_desfire_get card_uid,
mfare _desfire get file_ids, mfare desfire get iso file_ids,

mfare desfire get file settings, mifare desfire change file_settings,
mfare desfire create std data file,

mfare desfire create std data file_iso,

m fare_desfire_create_backup_data file,

nm fare_desfire_create backup_data file_iso,

m fare_desfire create_value file,

nmfare _desfire create linear_record file,

m fare _desfire create_ linear_record file_iso,

nm fare _desfire create cyclic_record file,

m fare_desfire create _cyclic_record file_iso,

mfare _desfire delete file, m fare_desfire_read_data,
m fare_desfire_read data_ex, mfare _desfire wite data,
mfare desfire wite data_ ex, m fare_desfire_get val ue,
m fare_desfire_get val ue_ex, mfare desfire credit,
mfare desfire credit_ex, mfare desfire debit, mfare_desfire_debit_ex,
mfare desfire limted credit, mfare desfire |limted credit_ex,
mfare _desfire wite record, mfare desfire wite record_ex,
m fare_desfire_read records, m fare_desfire read records_ex,
m fare_desfire clear_record file, m fare_desfire _comit _transaction,

nm fare_desfire_abort _transacti on,— Mifare DESFire Manipulation Functions

LIBRARY
Mifare card manipulation library (libfreefare, —Ifreefare)

SYNOPSIS

#i ncl ude <freefare. h>

i nt

m fare_desfire_connect (M fareTag tag);

i nt

m fare_desfire_di sconnect (M fareTag tag);

i nt

nm fare_desfire_authenticate(M fareTag tag, uint8 t key no,
M f ar eDESFi r eKey key);

i nt

m fare_desfire_authenticate aes(MfareTag tag, uint8 t key no,
M f ar eDESFi r eKey key);
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i nt

m fare_desfire_authenticate iso(MfareTag tag, uint8 t key no,
M f ar eDESFi r eKey key);

i nt

m fare_desfire_change _key settings(MfareTag tag, uint8 t settings);

i nt

m fare_desfire _get key settings(MfareTag tag, uint8 t [kettings,
uint8_ t [hax_keys);

i nt

m fare_desfire_change key(M fareTag tag, uint8 t key no,
M f ar eDESFi r eKey new _key, M f ar eDESFi r eKey ol d_key);

i nt

m fare_desfire_get key version(MfareTag tag, uint8 t key no,
uint8_ t [version);

i nt

m fare_desfire create_application(MfareTag tag, M fareDESFi reAl D ai d,
uint8 t settings,uint8 t key no);

i nt

nm fare_desfire create_application_aes(MfareTag tag,
M fareDESFireAl D aid, uint8 t settings, uint8 t key_ no);

i nt

m fare_desfire _create_application_3k3des(M fareTag tag,
M fareDESFireAl D aid, uint8 t settings, uint8 t key_ no);

i nt

nm fare _desfire create application_iso(MfareTag tag,
M fareDESFireAlD aid, uint8 t settings,uint8 t key no,
int want _iso file identifiers,uintl6 t iso file id,
uint8 t Oso file nane,size t iso file_nane_len);

i nt

m fare_desfire create_application_3k3des iso(MfareTag tag,
M fareDESFireAlD aid, uint8 t settings,uint8 t key no,
int want _iso file identifiers,uintl6 t iso file id,
uint8 t Oso file nane,size t iso file_nane_len);

i nt

m fare _desfire create _application_aes iso(MfareTag tag,
M fareDESFireAlD aid, uint8 t settings,uint8 t key no,
int want _iso file identifiers,uintl6 t iso file id,
uint8 t Oso file nane,size t iso file_nane_|en);

i nt

m fare _desfire _delete_application(MfareTag tag, M fareDESFi r eAl D ai d);

i nt

m fare _desfire_get _application_ids(MfareTag tag,
M f ar eDESFi r eAl D [ai ds[] , size_t [tount);

voi d

m fare _desfire free application_ids(MfareDESFireAl D aids[]);

i nt

m fare_desfire_get df names(M fareTag tag, M fareDESFi reDF [dfs[],
size_t [tount);
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i nt

m fare_desfire_select _application(MfareTag tag, M fareDESFi r eAl D ai d);

i nt

m fare_desfire format_picc(MfareTag tag);

i nt

m fare _desfire _get version(MfareTag tag,
struct mfare_desfire version_info Oversion_info);

i nt

mfare _desfire free_ nem(M fareTag tag, uint32_t [&ize);

i nt

m fare_desfire_set _configuration(MfareTag tag, bool disable fornat,
bool enabl e _random ui d);

i nt

m fare_desfire _set default_key(M fareTag tag, M far eDESFi r eKey key);

i nt

nmfare_desfire set_ats(MfareTag tag, uint8 t [ats);

i nt

m fare_desfire _get card uid(MfareTag tag, char [ui d);

i nt

mfare desfire get file ids(MfareTag tag,uint8 t Oiles[],
size_t [tount);

i nt

mfare desfire get iso file ids(MfareTag tag,uintl6 t Hiles[],
size_t [tount);

i nt

mfare desfire get file settings(MfareTag tag,uint8 t file_no,
struct mfare desfire file_ settings [kettings);

i nt

nm fare_desfire change file settings(MfareTag tag,uint8 t file_no,
uint8 t communi cation_settings,uintl6 t access_rights);

i nt

nmfare desfire create std data file(MfareTag tag,uint8 t file_no,
uint8_ t conmunication_settings,uintl6 t access_rights,
uint32 t file_size)

i nt

mfare desfire create std data file iso(MfareTag tag,uint8 t file_no,
uint8 t conmunication_settings,uintl6 t access_rights,
uint32 t file size,uintl6_ t iso file_id);

i nt

m fare_desfire _create backup_data file(MfareTag tag,uint8 t file no,
uint8_ t conmunication_settings,uintl6 t access_rights,
uint32 t file_size)

i nt

m fare_desfire create_ backup_data file iso(MfareTag tag,
uint8 t file no,uint8 t comunication_settings,
uintl6 t access rights,uint32 t file size,uintl6 t iso file_id);
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i nt

nmfare desfire create value file(MfareTag tag,uint8 t file_no,
uint8_ t conmunication_settings,uintl6 t access _rights,
int32_t lower limt,int32_t upper_linmt,int32 t value,
uint8 t limted credit_enable);

i nt

mfare _desfire create linear _record file(MfareTag tag,
uint8 t file no,uint8 t comunication_settings,
uintl6 t access_rights,uint32_t record_size,
ui nt 32_t max_nunber _of records);

i nt

nmfare _desfire create linear_record file iso(MfareTag tag,
uint8 t file no,uint8 t comunication_settings,
uintl6 t access_rights,uint32_t record_size,
ui nt 32_t max_nunber _of records);

i nt

mfare _desfire create cyclic_record file(MfareTag tag,
uint8 t file no,uint8 t comunication_settings,
uintl6 t access_rights,uint32_t record_size,
uint32_t max_nunber _of records,uintl1l6 t iso file_id);

i nt

m fare_desfire create cyclic_record file_ iso(MfareTag tag,
uint8 t file no,uint8 t comunication_settings,
uintl6 t access_rights,uint32_t record_size,
uint32_t max_nunber _of records,uintl1l6 t iso file_id);

i nt

mfare desfire delete file(MfareTag tag,uint8 t file_no);

ssize t

nmfare _desfire read data(MfareTag tag,uint8 t file no,off t offset,
size_t length, void [Mata);

ssize t
nmfare _desfire read data_ex(M fareTag tag,uint8 t file_no,
off t offset,size t length,void [ata,int cs);

ssize t
mfare desfire wite data(MfareTag tag,uint8 t file no, off t offset,
size_t length, void [Mata);

ssize t
mfare desfire wite data ex(MfareTag tag,uint8 t file no,
off t offset,size t length,void [ata,int cs);
i nt
m fare_desfire _get value(MfareTag tag,uint8 t file no,int32_t [al ue);
i nt
m fare_desfire_get value _ex(MfareTag tag,uint8 t file_no,
int32_t [value,int cs);
i nt
mfare_desfire credit(MfareTag tag,uint8_t file_no,int32_t anount);
i nt
mfare desfire credit_ex(MfareTag tag,uint8 t file no,int32_t anount,
int cs);
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i nt
mfare desfire debit(MfareTag tag,uint8 t file no,int32_t anount);

i nt

mfare_desfire _debit_ex(MfareTag tag,uint8 t file_no,int32_t anount,
int cs);

i nt

mfare desfire |limted credit(MfareTag tag,uint8 t file_no,
int32_t amount);

i nt

mfare desfire limted credit_ex(MfareTag tag,uint8 t file_no,
int32_t amount,int cs);

ssize t
nmfare desfire wite record(MfareTag tag,uint8 t file_no,
off t offset,size t length, void [Mata);

ssize t
nmfare desfire wite record ex(MfareTag tag,uint8 t file no,
off t offset,size t length,void [ata,int cs);

ssize t
m fare _desfire read records(M fareTag tag,uint8 t file_no,
off t offset,size t length, void [Mata);

ssize t

nm fare _desfire read records_ex(MfareTag tag,uint7_t file _no,
off t offset,size t length,void [ata,int cs);

i nt

m fare_desfire_clear_record_file(MfareTag tag,uint8_t file_no);

i nt

nm fare_desfire comit _transaction(M fareTag tag);

i nt

m fare_desfire_abort _transacti on(M fareTag tag);

DESCRIPTION
Them fare_desfire_[Q) functions allows management of Mifare DESFire tags.

Card-level operations
The mi fare_desfire_connect () andmi fare_desfire_di sconnect () functions actiates
and deactiates the preided tag. All nifare_desfire_ [) functions that operates ontag
require it to be on actited.

After activation, the selected application is the master applicatibis possible to select another appli-
cation using theri f are_desfire_sel ect _appl i cati on() function (see bellow).

Them fare_desfire_get version() function retri#e various information about the prded
t ag, including UID, batch numbgproduction date, and hardware and software informati®efer to
the freefare.h header file for details aboutwbesi on_i nf o field.

Theni fare_desfire_free_mem) functions returns thei ze of the free memory on the PICC (in
bytes).

The mi fare_desfire_set configuration() function can be used to deaete the format
function when settingli sabl e_f or mat to a value diferent from 0, or swicth the card to use random
UDI settingenabl e_r andom ui d to a non-zero value.
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Themi fare_desfire_set default_ key function sets th&ey agument as the defaulel for
new applications.

The mi fare_desfire_set ats function replace the ATS bytes returned by PICC when it is
selected.

Theni fare_desfire_get card_uid function can be used with a PICC configured for using ran-
dom UID to retrige the original UID of the target.

Them fare_desfire_format_picc() function resets ag to factory dedults. For this function
to work, a previous authentication with the card masgrikrequired.

Application-level operations

BSD

The mi fare_desfire_sel ect _application() function malks the application identified by
ai d the actve ne. Furtheffile operations will be performed in the context of this application. After a
calltomi fare_desfire_connect, the default application is the card master applicatibican be
selected again calling thei f are_desfire_sel ect _appli cati on() function either with an

ai d with all its fields set to 0, or by providing the NUIaL d.

Them fare_desfire_aut henti cat e() function performs an authentication using teg kumber
key_no on the card and tHeey (3)DES ley st ag.

Them fare_desfire_authenti cate_aes() function performs an authentication using an AES
key.

The m fare_desfire_authenticate_iso() function performs an ISO authentication using
either a 3DES or a 3K3DB&y.

Them fare_desfire_get key settings() function, returns theet t i ngs and the number of
keysnmax_keys of the selected application.

Theni fare_desfire_change_key_ settings() function changes the selected application set-
tings toset ti ngs. The application number ofelgs cannot be changed after the application has been
created.

Them fare_desfire_change key() changes thedy key no from ol d_key to new_key on
t ag. Depending on the application settings, a previous authentication with the spmeakother ley
may be required.

The mi fare_desfire_get key version() function retriges the ver si on of the ley with
numberkey no of the selected application.

Them fare_desfire_create_application() function, creates an application with AH d,
theset ti ngs key settings ankey_no authentication &ys. Authenticatiorkeys are set to O after cre-
ation.

The m fare_desfire _create_application_3k3des() and

m fare_desfire create_application_aes() functions acts as the
m fare_desfire_create_application() function except that the whole application is config-
ured to use 3K3DES or AESeys. It is possible to ache te same result using the
nm fare_desfire_create_application() function and ORing th&key no amgument with
APPLI CATI ON_CRYPTO_3K3DES or APPLI CATI ON_CRYPTOQO_AES respecitiely.

The m fare_desfire create_application_iso() acts as the
m fare_desfire_create_application() function but allavs one to specify if the created files
within the application shall ke an 1ISO file identifier settingant _iso file identifierstoa
non-NULL value, a DF can be provided usingo _file_id, as bng as an optional file name
i so_file_name oflengthi so_fil e _nane_| en (in bytes).

The m fare _desfire _create_application_3k3des_iso() and
mfare _desfire create_application_aes iso() function acts as the galar
nm fare_desfire_create_application_3k3des() and

m fare_desfire_create_application_aes() functions, preiding the same extensions ISO
parameters afi f are_desfire_create_application_iso().
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Them fare_desfire_del et e_applicati on() deletes the application identified by AHD d.

Theni fare_desfire_get _application_i ds() function returns a list of all applications of the
card. The aids array has to be freed after usage calling
m fare_desfire free_application_ids().

Theni fare_desfire_get df nanes() retrieves the list of DFdf s fromt ag and setount to
the number of idems in the allocated artdgmory has to be freed by the user usinge(3).

File-level operations

Theni fare_desfire_get file_ids() function returns the list ofount files in the selected
application a$ i | es. The memory allocated fdri | es has to be reclaimed usifg ee(3).

Them fare_desfire_get _iso file_ids() function returns the list afount file ISO identi-
fiersad i | es. The memory allocated fdri | es has to be reclaimed usifig ee(3).

The mi fare_desfire get file_settings() function retrizes the setti ngs of the file
fil e_no of the selected application bhg.

The m fare_desfire _change file_settings() function change the
conmuni cati on_settings andaccess_ri ghts of the filefi | e_no of the selected applica-
tion oft ag.

Theni fare_desfire_create_ [Q) family of functions create a wefile fi | e_no with the pro-
videdconmuni cati on_settings andaccess_ri ghts ont ag.

mfare _desfire create std data file()
creates a standard data file of diz¢ e_si ze.

m fare_desfire_create_backup_data file()
creates a backup data file of sizd e_si ze.

m fare_desfire create_value file()
creates a value file oklueval ue constrained in the rangeower | inmit upper limt,
and withthd i mi t ed_credi t _enabl e settings.

mfare _desfire create_ linear_record file()
creates a linear record file that can hofdx_nunber of records records of size
record_si ze.

nmfare _desfire create _cyclic_record file()
creates a cyclic record file that can hatdx_nunber of records records of size
record_si ze.

The mi fare_desfire_create (i so() family of functions acts as the functions without the
_i so suffix but provide an additionnal argumérsto_fil e_i d.

Them fare_desfire_del ete _fil e() removes the filefi | e_no from the selected application of
tag.

Data-level operations

BSD

Them fare_desfire_read_dat a() function read$ engt h bytes of data from &detof f set of
the filefi |l e_no and copies it talat a. If | engt h is set to 0, the file is read to end. The function
returns the number of bytes read.

Them fare_desfire_wite_data() function writesl engt h bytes of data from et of f set
of the filef i | e_no and copies it talat a. The function returns the number of bytes written.

Them fare_desfire_get val ue() reads theral ue of the filef i | e_no of the selected applica-
tion.

Theni fare_desfire_credit() function addsanount to the value of the filéi | e_no of the
selected application.
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Them fare_desfire_debit () function substractanmount to the value of the filéi | e _no of the
selected application.

to the value of the filéi | e_no of the selected application.

The mfare_desfire limted credit() function addsanount to the value of the file
fil e_no of the selected application.

The mifare_desfire wite record() function writes| engt h records starting at record
of f set of dat a in the filef i | e_no and returns the number of bytes written.

The nmifare_desfire_read_records() function readsl engt h records starting at record
of f set from the filef i | e_no and coy them todat a, returning the number of bytes read.

Theni fare_desfire_clear_record_fil e() function erase all records from the filel e_no
of the selected application.

Theni fare_desfire_commt _transacti on() validates the set of pending changes ort the,
while them f are_desfire_abort transacti on() rollbacks the changes.

All data-manipulation functions that read data from and write data to files come witltea() variant

(e.g. mi fare_desfire_read_dat a_ex()) which accepts anxega parametecs that defines the
communication settings to use. If not provided, the library will try to read-out this value from the file’
configuration. Becauseeading this information may be denied, fieex() variant of functions still
allows using the library for advanced usage.

RETURN VALUES
Unless stated otherwise, all other functions return a value greater than or €@joal $access otl on
failure.

SEE ALSO
freefare(3)

AUTHORS
Romain Tartierétomain AT il4p DOT org(]
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